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PODER ELECTORAL

in Venezuela




VOTING
ASSURA

Voting assurances are
closely related to the
development and growth
of voting in Venezuela
over the past couple of
decades. Since 2004, the
National Electoral Council
has been working on the
Voting Assurances System
(SGE), by affirming the
exercise of voters’ rights
and giving assurances to
candidates and political
organizations.

A  voting  assurances
system unique to the
world has been built in
Venezuela as an objective
fact amenable to study,
analysis and scientific







CHAIN
OF TRUST

The SGE includes all
voting stages -from the
call to the polls up to the
period ensuing delivery of

results. This means
review, validation and
checkup of the good
working order of «<the

Venezuelan voting system.
To that end,« the SGE

includes multiple audits of
both  automatic and

manual aspects.

The SGE instills
confidence in all stake-
holders -political parties
and organizations, candi-
dates and voters-, thus
ensuring the sovereign
exercise of the right to
vote under the principles
of our participating and
leading democracy.

The SGE boasts two funda-
mental constituent elements,

inherent in organization,
management and imple-
mentation of elections.

1. Assurances of a safe
automatic voting system

Multiple audits include
review of all components,
software, voting data and
even setup of voting
machines and  trans-
mission systems. Political
organizations running in
an election check, audit
and certify any and all
factors and stages.

2. Assurances of trans-
parent and trustworthy
voting

The CNE makes every
effort to inspire absolute
confidence in all voters.
Actions involve both auto-
matic issues (e.g. audit of
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1. securing the automatic voting system

Assurances of an auto-
matic voting system are
manifest in checks and
balances for good working
order, transparency and
security.

Audits are intended to
show transparency of the
Venezuelan voting system;
attest to the proper

and effective operation of

components, programs,
processes and equipment;
ensure a sound vote,
and demonstrate vote
inviolability.

Audits are conducted of
the software of voting
machines, setup files of
voting machines, voter
data, tally software,
technology infrastructure,






body in every last nook
and cranny around the
world. Moreover, such a

decision adds further
transparency and relia-
bility to technical review.

Again, in 2013, the CNE
resolved to engage
domestic observes in
audits, including NGO
representatives.

Domestic observers join
any foreign observers
eventually invited by the
CNE. In this connection, the
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electoral bodies, has been
invaluable indeed, for
they have ample expe-
rience in management and
organization of elections
in their countries of origin
and, therefore, are fully

cognizant of election
matters. Their valuable

feedback has been
useful for the technical
reinforcement of the
Venezuelan SGE.




IT security

Login is among the major steps during audits of the
voting system. Such security step refers to the audit of
voting machine software, tally software, voter data
base and means of delivery. The login password 1s
separated and divided into political parties running for
the election, external audits and the CNE.

This step 1s of utmost technical importance. Once a
specific component is audited, a change can be made
only if all the stakeholders log in at the same time.
Thus, all stakeholders can rest assured that no
component 15 to be altered after the audit or at
any other moment, except for the involvement of
all of them.




Safe and trustworthy data transmission

In spite of the fullest assurances given by any
election system, dissemination of inaccurate facts,
pseudo-technical or biased assessment and even
misinformation about elections have been business
as usual.

In 2010, a negative perception was formed concerning
the delivery of results. Rumor and unconfirmed news
were irresponsibly spread by several means about a
wire directly connecting balloting stations to the CNE
tally room, with the intention of manipulating and
altering the election results.

From that year on, the CNE would spearhead the audit
of transmission means. In this way, the CNE just cashed
in on the smear campaign to move ahead with a new
certification step.

Since then, political parties also take part in the audit
to confirm that voting data transmission is technically
appropriate and absolutely clean the day before and
the day after the polls. Since its implementation, the
day-after audit of transmission means has never
indicated any glitches at all. This is reassuring, on the
understanding that the election results are consistent
with the transmitted data.




Citizen-initiated audit

Major contributions of the Venezuelan SGE includes
citizen-initiated audit. Implemented in 2004, it deals
with physical review of vote receipts to check the good
working order of voting machines and consistency
of the results counted in the voting machines.
Citizen-initiated audit covers 54% of all polling stations.
It includes poll workers, witnesses on behalf of
p. political parties, voters, domestic observers
@8 and foreign aides.

No such assurances exist anywhere in
the world. In some countries, it is
even impossible to think about an
audit of transmission means
because transmission takes place
via telephone call. Vote tally

. cannot be audited because votes
d are not counted, but the data
' recorded in vote logs. In some cases,

: L7 4 bulletins rely not on vote count, but on
L A exit polls or scanned records. Even in
some cases, official results are provided
one month after the election or later.

.

Based on the experience, as proven time after time in
over 23 elections, the CNE takes pride in affirming
that no voting system 1is as secure as the Venezuelan
voting system.



trustworthy voting

Quite a few components
and procedures offer
transparency and trust in
every election.

Some years ago, political
organizations requested
the CNE to print in the
count records of each

2. Assurances of transparent and

polling station information
on the voting closing time.
The request emerged in
the middle of intense
political debate in the
country. The CNE admit-
ted the request. Today, it
forms an integral part of
the SGE.
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Furthermore, additional steps have been taken for

further assurances, including, but not limited to,
the following:
a. Express prohibition f. Setup of a hotline only

against taking photos of
the vote in order to

safeguard vote secrecy.

b. Delivery to political
organizations of the final
voter register.

c. Surveillance of the
election campaign by
electoral monitors
deployed nationwide.

d. Designation of the tasks
of military troops coopera-
ting with voting.

e. Outline of the tasks
of polling station coordi-
nators.

for political parties in
order to settle any dispute
on the election day.

g. Presence of withesses
acting on Dbehalf of
political parties on all the
sites established by law.

h. Steps to prevent misuse
of assisted vote.

i. Appropriate education
in polling stations on
voting measures and
regulations for voters to
know, abide by and
enforce them.

Over 15 assurances not associated to automatic voting
offer voters every condition to exercise their sovereigh
right and reaffirm the principles of the Venezuelan
electoral system: security, trust and transparency.
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an underwritten right
In Venezuela




;’BITSM' LUCENA RAMIREZ
Presidenta

SANDRA OBLITAS RUZZA
Vicepresidenta




